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What is Key Management?
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Key Management

e Key Management is the complete set of operations necessary
to nurture and sustain encrypted data and its associated keys
during the key life-cycle

e A Key Management System is an implementation of all or
parts of Key Management Operations

®* The Key Management Policy translates business security
requirements into Key Management Operations which are
then executed by a Key Management System

e Key Management Audit securely records all Key Management
operations associated with keys under its control




What is Key Management not?

e not PKI (Public Key Infrastructure)
- It is likely that digital certificates will play a part

e not HSM (Hierarchical Storage Manager)
- Hierarchical Storage Managers will use Key Management

e more than just a HSM (Hardware Security Module)
- They may provide some Key Management services

e not SSS (Single Sign-on System)
- They may use some Key Management services

e more than just encrypting and decrypting of data

- Key Management is more about managing keys and how those
keys are used
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Key Management Layer within the Enterprise
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Key management consists of (partial list)

e Management operations
- backup and restore of key material
- archival and retention of key material
- distribution of key material
- expire, delete, destruction of key material
- audit of a given key's life cycle
-~ reporting of events and alerts
¢ Policy operations
- set and manage key policies
- policy notification
- policy enforcement
-~ reporting of policy enforcement
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Key Management Revisited

e Key: A handle for encrypted data
- Without the key, the encrypted data is “lost”

e Key Management Services: A multivendor service that:
- Maintains keys throughout their life cycle

- Creation, Distribution, Archival, Sharing, Recovery, Deletion
- Establishes policy on the use of keys
- key type and strength, key lifetime, re-keying, etc.
- Maintains an audit trail for all Key Management actions
e Key Management Clients: actors involved in cryptographic
operations that:

- Use Key Management Services via the Client API
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Key Management Service Architecture
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KMS acronyms

e KMS - Key Management Service
e KMP - Key Management Policy

e KM Server - an instance of a provider of KMS
e KM Client - a consumer of KMS

e KM User - An entity using facilities that use KMS

e KMSS - KM Server to KM Server protocol
e KMCS - KM Client to KM Server protocol
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P1619.3 KMS Architecture
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P1619.3 KMS Architecture continued
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SOGUID - Security Object Global Unique Identifier

e 4 level hierarchy (from highest to lowest level)
- Level 4: Family
- A unique 2 octet identifier of the address family namespace
- Level 3: Domain
- A nonce that identifies a domain (realm) of keys under a Family
- Level 2: Context
- An a set (path to) of keys under a Domain
- Level 1: Handle
- An identifier under a Context
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SOGUID is only an identifier!

e SOGUID identifies an object under key management
e SOGUID is NOT a physical location
- SOGUID is just a globally unique identifier (GUID)
e SOGUID does NOT identify a specific KM Server
- A key that resides on multiple servers has only 1 SOGUID
e SOGUID cannot change

- Allows a key from one KM Server to another at any time

- to “move Key meta data”, copy it's meta data to a new SOGUID
and then purge the original SOGUID contents

e SOGUID always exists
- ldentifies, like numbers, always exist
- The contents referred to by a SOGUID can be purged / destroyed
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KMS km Namespace
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km Namespace Objectives

e Allow the customer to organize their own keys
- Let the customer select their own key organization model
- Allow the best organizational structure to be selected

e Support both simple and complex organizations
- Able to support a flat key space
- Able to support complex key hierarchies

e Support vendor extensions
e Reserved space for future extensions to the standard
e Globally unigque IDs for objects under Key Management
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km SOGUID Namespace - km://domain /object /path

o km
- identifies and distinguishes the km SOGUID namespace
e domain
- zone of KMS authority
= fully qualified DNS domain name with valid host chars
= unigue strings (no realm aliases)
e object
- identifies an object namespace within the domain
- object namespaces are unique within a domain
e path
- a unique element within an object space under a domain
- Only valid URI chars (non-URI chars converted into safe strings)
- no./s,no./’s,no/l's,only dirsendin/
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km SOGUID Domain - creating objects

e Only the registered owner of a DNS domain will serve and
manage objects under the corresponding KMS domain

e km:/lexample.org/keyl/cloud/site9/account 12345
- only KM Servers under example.org will serve this URI

-~ may be found in KM Servers outside of example.org

- created by a KM Server in the example.org domain
- key is exported to a non-example.org KM Server
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km URI Directory

e Contains other KMS URIs (including sub-directories)

e KMS URI always ends in a / (only directories end in /)
- km:/lexample.org/key/cloud/site9/

e Allows high level access control over hierarchies of keys

e Access rights are checked along the path
- To access km://example.org/key/cloud/site9/key23209

- We must check access rights for:
- km://example.org/key/
- km://fexample.org/key/cloud/
- km:/lexample.org/key/cloud/site9/
- km:/lexample.org/key/cloud/site9/key23209
- Use access rights cache to speed up access
- Common technique used in many file systems
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KM URI examples

e km://example.org/key/keyidl
- A simple key SOGUID

e km://bigbhank.example.org/key/cloud/site9/account_12345
- key SOGUID under the /cloud/site9/ directory

e km://isp.example.net/client/tape_vault 1
- SOGUID of a KMS client of isp.example.com

e km://[finance.mycorp.example.biz/policy/decrypt_only
- SOGUID of a policy that prohibits further encryption with a key
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Cloud Computing Use Case
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Cloud Computing - IT-related capabilities as service

e Cloud Stack and

Cloud Clients
(eg LAN, Remote)

CloudArchitecture

Legacy Infrastructure
(eg Internal Datacenter)
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Cloud Network Diagram

Cloud Clients
(eg Browsers, Devices)

CloudApplication Cloud Services
(eg SaaS) (eg Web Services)
Cloud Platform Cloud Storage
(eg App Server) (eg Database)

Cloud Infrastructure
(eg Physical/\irtual Hardware)
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How do we trust Cloud Computing?

e Critical assets are off site
- Applications, Computation, Storage not under direct control

e Critical assets often reside on virtual servers/services
- Virtual servers/services shared by others
- including competition, system crackers, etc.
- Containment / isolation of virtual servers/services can fall
- No guarantee that underlying physical storage purged when done
- Several many cloud services explicitly do not erase freed storage

- Some do not even initialize storage when they assign it to you!
- Many do not destroy data after hardware or software failure!

e Offsite services may be subject to man-in-the-middle attacks
- How do you know you are directly communicating with the cloud?
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Cloud Computing trust improved with cryptography

e Network communication may be encrypted
- Encrypted VPNs

e Remote Services / Servers may be cryptographically
authenticated

- Client and Server certificates

e Service authorization may be cryptographically protected
- Using an authorization infrastructure such as Kerberos

e Cloud Storage may be cryptographically protected
- Encrypted storage
- Cryptographic erasure by destruction of storage key

Landon Curt Noll - Cisco Systems

24




Cryptographic Support of Cloud Computing

e Requires lots of keys
- transport keys
- authentication keys
- authorization tokens
- file encryption keys
- hardware storage keys
-~ revocation keys
- certificates

e Management of Cloud Computing Keys is KEY!
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Cloud Computing and Key Management Service
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Q&A

e Any Questions, Comments, Flames, or Suggestions?

“When a secret needs
to be kept, you have 7
to find a way to protect it!” Ir3

N

Crypto Cat Is an unregistered trademark of the NSA

(really!)
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